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Modern Warfare: Cyber Operations and the Targeting of
National Critical Infrastructure

co\JJﬁSﬁ\ &MQC\AL.I u.\n.h L“;‘QLAJAJ\ Jada
Lalpaad) a glad) g alad) ¢y gSlAY yiidia
Ban gy A Laia¥) g dpalualBy) g 4 5ilAl) o glal) 4l
Gial) (Jg¥) 2ana daaly

oadlalf
Critical National / Jsall 4sall 4ol 2l e 4 Huull Gileag)
dsaill ae Y5 casil) M Clangil) jladl e caal Infrastructure
dasall Jall ceaYlaiyl ol s;b.)@ﬁ\ Sia L Clehd aqdtad ‘@‘)a.d\ ‘;J‘)S\
clelaall ¢Jsall Cilangd 5yl Blaal Lelaay Loa cdliaia duila slae dadail e 20Ul
Glaadl) Jlaxs Al 308l zal 0 Clangll oda Jadi il jumd) (e jaall 5 cialiiall
3 AS jay ekl yesd Gl (DDOS) deadll (e (e jall Cilana 5 cclild) iy
dpdle ) by st 8 Al (ICS/SCADA) oliall aSail) dakil e Claagl
e Baamie Slass e ) el s 1 o) 2051 Judls cilena Y] dil)
Bas g3 28
Babaad) ¢ pmall (Y Al juall Cleag) ¢ elihial) (ISA) : Aalidal) clalsl)
Ayl Al Al el )
Abstract
Cyberattacks are increasingly used as geopolitical tools, for
espionage or destabilization, as seen in the Ukraine power grid attack
and the Stuxnet malware targeting nuclear facilities. Consequences
include service disruption, economic losses, threats to public safety,
and erosion of trust in state institutions, while exposing weaknesses in
legislation and inter-agency coordination.
To address these risks, states must adopt comprehensive national
cybersecurity strategies, including legal updates, public-private
cooperation, and building capabilities for threat detection and incident
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response. Investments in research, training, international standards
compliance, and information sharing are essential to enhance national
cyber resilience. In sum, cyberattacks on critical infrastructure are no
longer just technical threats but multidimensional security challenges
requiring proactive, coordinated defense to safeguard essential
services and national stability.

Keywords: Artificial Intellegence, Cyberattaks, Cybersecurity, Digital
Sovereinty, Critical Infrastructure
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